SECURE

OR SORRY

Zajisténi bezpecnosti informaci neni jednorazovy Gkol ani soubor izolovanych opatreni.
Stejné jako v jinych oblastech je vhodné k ni pristoupit systematicky - nejprve urcit, co
potfebujeme chranit a pred ¢im, nasledné navrhnout odpovidajici opatfeni a pribézné
ovérovat, zda skutecné funguji. Pravé tento princip predstavuje systém fizeni bezpecnosti
informaci (ISMS), ktery pomaha organizaci pristoupit k zajisténi bezpecnosti systematicky
a smysluplné vyuzit lidské i financni zdroje.

1. Zavazek vedeni

Cilem je ziskat viditelnou a aktivni podporu vrcholového vedeni pro cely systém fizeni
bezpecnosti informaci. Vedeni v tomto kroku formalné vycleriuje zdroje, stanovuje
oCekavani a potvrzuje, Ze bezpecnost je firemni prioritou - jde o zaklad, ktery norma ISO
27001 vyZaduje pred dalSim budovanim ISMS.

2. Rozsah a hranice

Cilem je jasné definovat, co ISMS pokryva. Tento krok zahrnuje zdokumentovani toho, ktera
aktiva - data, sluzby, technologie, lokality, organizacni jednotky a lidé jsou soucasti
systému fizeni bezpecnosti (nebo jsou z néj védomeé vylouceny), a popis vztah( (ocekavani,
fizeni, komunikace) s tfetimi stranami. Tim jsou jasné stanoveny hranice systému fizeni
bezpecnosti informaci.

3. Ridici role
Cilem je vytvorit ridici strukturu pro implementaci a dohled nad ISMS. Tento krok zahrnuje
zavedeni a obsazeni fidicich roli a vyboru pro kybernetickou bezpecnost, navrh fizeni

odpovédnosti a pridélovani rozhodovacich pravomoci tak, aby byly bezpecnostni
zaleZitosti fizeny s jasnymi pravy, povinnostmi a odpovédnosti.

4. Mapovani legislativy a kontextu

Cilem je pochopit vnitfni a vnéjsi kontext organizace a identifikovat veskeré platné pravni,
regulatorni a smluvni poZadavky. Krok zahrnuje zmapovani relevantni legislativy (napft.



ZKB, GDPR, oborové predpisy, ...) a zavazk( vici zainteresovanym stranam, na které musi
ISMS reagovat.

5. Politika ISMS

Cilem je vytvorit nadrazenou politiku bezpec¢nosti informaci, ktera stanovuje celkovy smér
a zasady ISMS. Tento krok zahrnuje vypracovani a schvaleni politiky, ktera je v souladu s cili
organizace a zavazkem vedeni a seznameni zaméstnanct s touto politikou.

6. Role a odpovédnosti

Cilem je vytvorit a obsadit konkrétni bezpecnostni role a odpovédnosti napfi¢ organizaci.
Tento krok pokryva stanoveni vlastnikd informacnich aktiv a pridéleni odpovédnosti za
jednotlivé oblasti v ramci systému fizeni bezpecnosti.

Hodnocenirizik a planovani

7. Evidence aktiv

Cilem je identifikovat a evidovat veskera aktiva, ktera je tfeba chranit. Krok zahrnuje
vytvoreni registru aktiv a jejich vlastnikd, urceni zavislosti mezi aktivy. Tyto informace
budou slouZit jako podklad pro pozdéjsi hodnoceni rizik.

8. Metodika BIA a hodnoceni rizik

Cilem je definovat konzistentni metodiku pro analyzu dopadt na chod organizace (BIA) a
hodnoceni rizik. Tento krok obsahuje navrh katalogli hrozeb a zranitelnosti, definici stupnic
pro hodnoceni aktiv, pravdépodobnosti a dopadu hrozeb a zavaznosti zranitelnosti a také
nastaveni a odsouhlaseni kritérii pro akceptaci rizik.

9. BIA a hodnoceni rizik

Cilem je realné provedeni analyzy dopad( a hodnoceni rizik podle definované metodiky.
Krok zahrnuje identifikaci hrozeb a zranitelnosti a jejich mapovani na identifikovana aktiva,
provedeni ohodnoceni aktiv, hrozeb a zranitelnosti a nasledné vyhodnoceni rizik a navrh
bezpecnostnich opatreni na jejich zvladani.

10. Plan zvladani rizik, Prohlaseni o aplikovatelnosti

Jedna se o standardni a pozadované vystupy z hodnoceni rizik. Cilem je rozhodnout a
zdokumentovat, jak budou identifikovana rizika oSetrena.

Prohlaseni o aplikovatelnosti zahrnuje prehled vSech bezpecnostnich opatreni, ktera byla
vybrana k aplikaci, pfipadné téch, ktera byla vyloucena, véetné zdlivodnéni.

Plan zvladani rizik pro kazdé identifikované riziko popisuje, jaka bezpecnostni opatieni ho
sniZuji, jejich cil a pfinos, kdo odpovida za zavedeni opatreni, uvadi potrebné lidské i
technické zdroje a termin pro zavedeni opatreni.



11. Politiky a postupy

Cilem je zvolena opatreni konkrétné a pouZitelné zdokumentovat a ukotvit. V tomto kroku
dojde k vypracovani tematickych politik, postupti a smérnic, které pracovnikiim jasné fikaj,
jak se ma kazdé opatreni v bézném provozu napliovat.

12. Klasifikace

Cilem je zajistit, aby informace byly chranény imérné své citlivosti. Krok zahrnuje definici
klasifikacnich stupnd, pravidel pro oznacovani a pozadavk( na ochranu informaci dle
jednotlivych klasifikacnich stupnd.

13. Rizeni identit a pFistupu
Cilem je zajistit systematické rizeni pristup( ke sluzbam a datlm. V tomto kroku dochazi k

zavedeni procest Zivotniho cyklu identit, mechanismi autentizace a pridélovani prav,
periodickych revizi pfistupovych prav a spravu privilegovanych ucta.

14. Rizika tFetich stran

Cilem je fidit bezpecnostni rizika v dodavatelskych vztazich. Krok zahrnuje nastaveni
bezpecnostnich pravidel pro dodavatele a jejich ukotveni do smluv a priibézné sledovani
shody tretich stran.

15. Rizeni zmén

Cilem je zajistit, aby zmény systémd a procesd probihaly fizené a nezvySovaly rizika
organizace. Vramci tohoto kroku je nastaven formalni schvalovaci proces, pravidla
testovani a poZzadavky na moznost navratu k plivodnimu stavu pred nasazenim zmény.

16. Kontinuita provozu

Cilem je zajistit, aby kritické ¢innosti organizace mohly pokracovat i béhem vypadku a po
ném. Tento krok zahrnuje vypracovani strategie a plani kontinuity provozu, planu
zalohovani a postupt obnovy a jejich pravidelné testovani.

17. Personalni opatreni

Cilem je ridit bezpecnost po celou dobu pracovniho vztahu. Krok zahrnuje nastaveni
pravidel pro provérovani zaméstnanci, bezpec¢nostni ustanoveni v pracovnich smlouvach,
Skoleni a zvySovani bezpecnostniho povédomi a nastaveni postupt pfi zméné pracovni
pozice nebo ukonceni pracovniho poméru.

18. Fyzicka bezpecnost

Cilem je chranit prostory, vybaveni a informace pred fyzickymi hrozbami. Krok zahrnuje
kontrolu vstupu a perimetru, ochranu prostredi a bezpecné zachazeni se zarizenim a médii.



19. Rizeni konfigurace

Cilem je udrZovat systémy ve zndmém a bezpecném stavu. Tento krok zahrnuje definici
bezpecnych standard(i zabezpeceni (hardening) a procesl pro sledovani a fizeni zmén
konfigurace.

20. Ochrana proti malwaru

Cilem je chranit systémy pred skodlivym softwarem. Krok zahrnuje porizeni a nasazeni
nastroju zajistujicich ochranu proti Skodlivému kddu, jejich aktualizace a zvySovani
povédomi uZivatell o rizicich spojenych se Skodlivym kddem.

21. Bezpecnost sité

Cilem je chranit sitovou infrastrukturu organizace. Tento krok zahrnuje segmentaci sité,
ochranu logického perimetru, bezpecné nastaveni sitovych sluzeb a sledovani sitového
provozu.

22. Rizeni zranitelnosti

Cilem je nalézt a odstranit technické zranitelnosti dfive, neZ mohou byt zneuZity. Krok
zahrnuje nastaveni procest ziskavani informaci o zranitelnostech, zejména pravidelné
skenovani zranitelnosti. Dale pokryva nastaveni procesl instalace aktualizaci a
bezpecnostnich zaplat a stanovené lhity pro zvladani zranitelnosti podle miry
souvisejiciho rizika.

23. Rizeni kryptografie

Cilem je definovat jednotna pravidla pro pouzivani kryptografie k ochrané informaci. Tento
krok zahrnuje stanoveni schvalenych algoritm{ a protokold a nastaveni postupl spravy

/v o

klicd.

24. Zivotni cyklus vyvoje software

Cilem je zohlednéni bezpecnostnich pozadavki ve vyvijeném software jiz od faze navrhu,
nikoli pridavat bezpecnost dodatecné. Tento krok pokryva zavedeni bezpecnostnich
standard( ve vyvoji software, nastaveni poZadavkl na testy bezpecnosti a v neposledni
fadé bezpecné vyvojové prostredi.

25. Reakce na incidenty

Cilem je umét efektivné detekovat bezpecnostni udalosti a incidenty a reagovat na né.
Krok zahrnuje vytvoreni planu reakce na incidenty s jasnymi rolemi, eskalacnimi cestami a
kroky pro zamezeni Sifeni, odstranéni priciny a obnovu provozu.



26. Hlaseni incidenti

Cilem je zajistit rychlé a efektivni hlaseni bezpecnostnich udalosti a slabin. Tento krok
zahrnuje zavedeni komunikacnich kanald, formulard a Lhat pro hlaseni a zajisténi
povédomi zaméstnanci o jejich ohlasovaci povinnosti.

27. Sbér dukazu

Cilem je zajistit spolehlivé dikazy o bezpecnostnim incidentu. Tento krok zahrnuje
definované postupy pro sbér, nakladani a zachovani posloupnosti (chain of custody)
digitalnich dikazl pro Gcely vySetfovani nebo soudniho fizeni.

28. Krizova komunikace

Cilem je efektivné ridit komunikaci béhem zavazného incidentu nebo krize. Krok zahrnuje
jmenovani mluvcich a pfipravu komunikacnich pland pro zaméstnance, zakazniky,
regulatory a média.

Monitorovani, audit a zajisténi shody

29. Bezpecnostni monitorovani

Cilem je ziskat a udrzovat prehled o bezpecnostné relevantnich udalostech v organizaci.
Tento krok zahrnuje sbér logl, nasazeni SIEM, pfipadné dalSich monitorovacich nastrojl a
upozoriovani na anomalie, které mohou signalizovat bezpec¢nostni problém (udalost nebo
incident).

30. Interni audity

Cilem je nezavisle ovéfit, Zze ISMS odpovida poZzadavkiim organizace a funguje efektivné.
V tomto kroku dochazi k zavedeni programu audit(l, stanoveni kritérii auditu, provadéni
auditl a predavani zjisténi vedeni.

31. Pfezkoumani vedenim

Cilem je, aby vrcholové vedeni periodicky hodnotilo vykonnost a efektivitu ISMS. Tento
krok zahrnuje posouzeni vstupd, jako jsou vysledky audit, incidenty a hodnoceni rizik, a
rozhodnuti o pripadnych zlepsSenich a zdrojich.

32. Pfezkoumani ISMS

Cilem je potvrdit pfipravenost ISMS na externi certifikaci. Tento krok zahrnuje komplexni
prezkoumani pfipravenosti, analyzu rozdild vici normé a uzavreni zbyvajicich neshod.



33. Certifikacni audit

Cilem je ziskat formalni certifikaci (napfiklad dle ISO/IEC 27001) od akreditované
certifikaCni instituce. V ramci auditu je nejprve provérena dokumentace a nasledné formou
vzorkovani vlastni implementace jednotlivych bezpecnostnich opatreni. Pokud jsou
nalezeny neshody, stanovi auditor termin pro jejich odstranéni, termin pro naslednou
kontrolu.

34. Neustalé zlepsSovani

Certifikace nesmi byt chapana jako konecny cil. ISMS nestaci pouze udrZovat, ale je treba
zajistit, aby se pribézné prizplisobovalo zménam rizik, technologii, legislativy a potreb
organizace a zvysSovalo svou efektivitu. Tento krok zahrnuje sledovani a vyhodnocovani
ucinnosti opatreni a celého systému fizeni bezpecnosti, identifikaci prileZitosti ke zlepseni,
periodické hodnoceni rizik a aktualizaci procesU a opatreni.



SECURE

OR SORRY

Securing information isn't a one-and-done task, and it isn't just a pile of unrelated controls,
either. Like most things worth doing well, it works best when you approach it
systematically: first figure out what you need to protect and from what, then design
controls that actually address those risks, and keep checking that they're working. That's
exactly the idea behind an Information Security Management System (ISMS). It helps an
organization tackle security in a structured way and get the most out of its people and its
budget.

1. Management commitment

The goal here is visible, active buy-in from top management for the whole ISMS. In this step,
leadership formally allocates resources, sets expectations, and confirms that security is a
real company priority. This is the foundation 1ISO 27001 requires before you build anything
else.

2. Scope and boundaries

The goal is to define exactly what the ISMS covers. This step means documenting which
assets (data, services, technology, locations, business units, and people) are part of the
system (or deliberately excluded), plus describing the expectations, oversight, and
communication involved in third-party relationships. The result is a clear boundary around
the ISMS.

3. Governance roles

The goal is to set up a governance structure to implement and oversee the ISMS. This step
includes creating and staffing governance roles and a cybersecurity committee, mapping
out accountability, and assigning decision-making authority so security issues are handled
with clear rights, duties, and responsibilities.

4, Regulatory mapping, context

The goal is to understand the organization's internal and external context and pin down
every applicable legal, regulatory, and contractual requirement. This step includes



mapping relevant legislation (think national cybersecurity laws, GDPR, industry-specific
rules, and so on) and obligations toward stakeholders that the ISMS needs to address.

5. ISMS policy

The goal is to create a top-level information security policy that sets the overall direction
and principles for the ISMS. This step covers drafting and approving a policy that's aligned
with the organization's goals and management's commitment, and then making sure
employees actually know about it.

6. Roles and responsibilities

The goal is to define and staff specific security roles and responsibilities across the
organization. This step covers naming owners for information assets and assigning
responsibility for each area within the ISMS.

Risk Assessment & Planning

7. Asset inventory O

The goal is to identify and record every asset that needs protecting. This step involves
building an asset register with owners and mapping the dependencies between assets. All
of this becomes the foundation for the risk assessment that follows.

8. BIA and RA methodology

The goal is to define a consistent methodology for business impact analysis (BIA) and risk
assessment (RA). This step includes building catalogues of threats and vulnerabilities,
defining rating scales for asset value, threat likelihood and impact, and vulnerability
severity, and agreeing on risk acceptance criteria.

9. BIA and RA

The goal is to actually run the impact analysis and risk assessment using the methodology
from the previous step. This step means identifying threats and vulnerabilities, mapping
them to assets, evaluating assets, threats, and vulnerabilities, and then analysing the
resulting risks and proposing controls to manage them.

10. RTP, SOA (Risk Treatment Plan, Statement of Applicability)

These are two standards, required outputs of the risk assessment. The goal is to decide, and
document, how each identified risk will be treated.

The Statement of Applicability (SOA) lists every control that was selected for
implementation, plus any that were excluded, along with the reasoning behind each choice.

The Risk Treatment Plan (RTP) spells out, for every identified risk, which controls reduce it,
what each controlis meant to achieve, who's responsible for puttingitin place, what people
and technical resources it needs, and the deadline for implementation.



11. Policies and procedures

The goal is to document the chosen controls in a concrete, usable way and make them
official. This step means writing topic-specific policies, procedures, and guidelines that tell
staff exactly how each control should work day to day.

12. Classification

The goal is to make sure information gets a level of protection that matches how sensitive
it actually is. This step includes defining classification levels, labelling rules, and the
protection requirements tied to each level.

13. I&A management

The goal is systematic control over who can access which services and data. This step
introduces identity lifecycle processes, authentication mechanisms, rules for granting
rights, periodic access reviews, and management of privileged accounts.

14. Third-party risks

The goal is to manage the security risk that comes with working with vendors. This step
covers setting security requirements for suppliers, writing them into contracts, and
continuously monitoring third-party compliance.

15. Change management

The goal is to make sure changes to systems and processes happen in a controlled way,
without adding new risk. This step sets up a formal approval process, testing rules, and
rollback requirements before any change goes live.

16. Business continuity

The goal is to keep the organization's critical activities running during and after a
disruption. This step includes developing a business continuity strategy and plans, a
backup plan, recovery procedures, and testing all of it regularly.

17. Personnel controls

The goal is to manage security throughout the entire employment relationship. This step
covers background-check policies, security clauses in employment contracts, training and
awareness programs, and procedures for role changes or offboarding.

18. Physical security

The goalis to protect facilities, equipment, and information from physical threats. This step
covers access and perimeter control, environmental protection, and secure handling of
equipment and media.



19. Configuration management

The goal is to keep systems in a known, secure state. This step includes defining secure
hardening standards and processes for tracking and controlling configuration changes.

20. Antimalware

The goal is to protect systems from malicious software. This step covers acquiring and
deploying anti-malware tools, keeping them updated, and raising user awareness of
malware-related risks.

21. Network security

The goal is to protect the organization's network infrastructure. This step includes network
segmentation, protecting the logical perimeter, securely configuring network services, and
monitoring network traffic.

22. Vulnerability management

The goal is to find and fix technical vulnerabilities before someone else finds and exploits
them. This step sets up processes for gathering vulnerability information — regular
vulnerability scanning, especially — plus processes for installing updates and security
patches, with set deadlines for remediation based on the level of risk.

23. Cryptography policy
The goal is to set consistent rules for using cryptography to protect information. This step

includes approving specific algorithms and protocols and establishing key management
procedures.

24, SDLC (Software Development Life Cycle)

The goal is to build security into software from the design phase onward, instead of bolting
it on afterward. This step covers adopting secure development standards, setting
requirements for security testing, and maintaining a secure development environment.

25. Incident response

The goal is to detect security events and incidents effectively and respond to them. This
step means building an incident response plan with clear roles, escalation paths, and steps
for containment, root-cause removal, and recovery.

26. Incident reporting

The goal is fast, effective reporting of security events and weaknesses. This step covers
setting up reporting channels, forms, and deadlines, and making sure employees know
they're expected to report.



27. Evidence collection

The goal is reliable evidence about a security incident. This step defines procedures for
collecting, handling, and preserving the chain of custody for digital evidence, so it holds up
in an investigation or in court.

28. Crisis communication

The goal is to manage communication effectively during a major incident or crisis. This step
includes naming spokespeople and preparing communication plans for employees,
customers, regulators, and the media.

Monitoring, Audit & Assurance

29. Security monitoring

The goal is to gain and keep visibility into security-relevant events across the organization.
This step includes log collection, deploying a SIEM or other monitoring tools, and alerting
on anomalies that could signal a security problem (an event or an incident).

30. Internal audits

The goalis an independent check that the ISMS meets the organization's requirements and
is actually working. This step covers setting up an audit program, defining audit criteria,
running audits, and reporting findings to management.

31. Management review

The goal is for top management to periodically evaluate the ISMS's performance and
effectiveness. This step means reviewing inputs like audit results, incidents, and risk
assessments, then deciding on improvements and resources.

32.ISMS review

The goal is to confirm that the ISMS is ready for external certification. This step includes a
comprehensive readiness review, a gap analysis against the standard, and closing out any
remaining nonconformities.

33. Certification audit

The goal is to earn formal certification (for example, to ISO/IEC 27001) from an accredited
certification body. The audit first reviews documentation, then samples the actual
implementation of individual controls. If nonconformities turn up, the auditor sets a
deadline for fixing them and schedules a follow-up check.



34. Continual improvement

Certification isn't the finish line. An ISMS can't just be maintained — it has to keep adapting
to changes in risk, technology, regulation, and business needs, while continuously getting
more effective. This step includes monitoring and evaluating how well the controls and the
overall system are working, spotting opportunities for improvement, periodically
reassessing risk, and updating processes and controls accordingly.

S.I1C7Z Feeling

good,

safe and
compliant




